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some SECRET 


‘UNITED STATES GOVERNMENT 


‘Memorandum 

To : Chief, Contact Division pata: 1 July 1963 
Attn: /Lincoln Start 

FROM : Chief, \New York Office 


supjecr: Attempted R.1.8. Penetration of Bell Telephone Labs 
Ref: MY Reports 2988-3 and 2989-3 


1. We thought the attached reports would be of interest to Lincoln’ 
Staff from a Soviet realities standpoint. We also felt that they should 
be brought to the attention of Division management because the M.0O. out- 
lined therein is becoming a mijor factor in dealing with sources who have 
contact with Sovbloc nationals. It has been our experience that the type 
of activity outlined has been on a mrked increase, particularly since 
the establishment of the KOB 10th Directorate. Although such activity 
by Sov legals is taking place throughout the continental U.3., undoubtedly 
ite greatest impact is being felt in the New York and Washington, D.C. 
“areas because of the large Soviet Government establishments in both of 
these cities. For this reason it would seem imperative that both WAFO 
and NYFO be extremely vigilant for auch activity in companies and insti- 
tutions with which they are dealing in order that it may be recognized 
in its earliest stages and appropriate CI/CE countermeasures instituted. 
In order to assist other offices in this respect, ve plan to write in the 
near future an article for the Division Newsletter, outlining some of our 
experiences along these lines. 


2. We were somewhat disappointed in CI Staff's reaction to our 


: recent request for assistance in defensive briefing of the subject of 


one of the attached reports. It seems to be quite clear now that our 
original assumption concerning his being R.I.8. targeted was quite correct 
and that there is a strong likelikzood that his current trip behind the 
Curtain will be utilized by the opposition for provocation and/or an 
actual recruitment attempt. We wonder in future cases of this nature 
exactly what support we may expect from Angleton's shop. Although we 


“feel that we have a fair capability for handling such matters here in 


Bew York, we do admit that, at least on this one, we would have felt 
Slightly more comfortable had a CI specialist been along, if for no other 
reason than to Freclude any possible Monday morning quarterbacking by the 
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Subject: Attempted R.I.S. Penetration of Bell Telephone Labs 


3. Judging dy the attached mterial, it would appear that, despite 
established Bell ‘policy (see our 16 May memorandum re Case 39,790), the 
opposition bas seen fit to deflower at least two of Bell's scientific 
virgiris. We serfously wonder at this point just how many other Bell 
people. might.be in the same boat. Perhaps, as a result of all this, 
some representation by Bell management to the KQB will be forthcoming, 
spelling out..to that organization, as was spelled out to our ow, estabd= 
lished company policy pertaining to such mtters. In any event, it would 
appear that at least one or two Bell scientists, and there are probably 
more, have been giving the R.I.8. more cooperation and reporting than the 
Agency. Let's hope that in the near future Bell management takes some 
effective steps to rectify this rather ludicrous, and patently dangerous, 


situation. 
jowee. L. RSEVES 
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Attachments: NY Reports 2988-3 
and 2969-3 
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Yo >: Chini, Conbacy Division DAIB. 26 Sues its 
Attn 3 Support (Jhirley Stetsecn) Co VTE oy Be RO 
BRON Culef, New fork G.ilce ee os og 
SURE: Goparent KLE Interest Ln \(zo1- 724191) . 
1l Telephone E> gh 
\ , : 
“4 iY ay 
hey i ; 
} yl / 
: 11 0930-1230 hours 1h June, bow Bell Labs 
received a strong defensive briefing in conneetion with his June. _ 
July trip to the USS and Sulgarla (sce ms 7 May Goorlinatlon Out- 
line for subjeev) During b prhef ings, alleited 
from him thht prior to a trip to tae USSR in 1959 he had been cun- 
tacted by an individual. who represented hinsell ue u West German 
Intelligence Officer. More important, we aloo learned that, ut : 
about the same tlue, RIS cultivation oi | apparently began. : 


A 2. Concerning the West German approach, indLeated 
that his mother, who resides in Hambury, wa. welephoned in 196 by 
an individual who cleLsed to be an old scqu.tnvance of her son's 
and who was interested in contacting, hia concerning employment in 
the US. The caller left a phone uwnse~ und raid that he would ap- 
preciate 1b if could call him nexe tame he was iu Heaaburyg. 
mother relayed the message wo iis con, and, os requested, 
he telephoned the caller just prior to Als iy$, UGGR juncet. The 
individual he called identitied himself an ¢ West Gerwwin inte) Ligence 
Officer and said that he would lik to mes as Coon as 
asible. [| st agreed. When ticy web, tac individunl in question 
does not recali his name) prescated sultable eredentiale 
and expressed interest in vurip £9 tas USSR. According ta 
[_} account, the West German Inuelliszence Officer gave him the 
old “keep your cyes and vars open’ pitch, and ..14d him that he would 
contact him in the ‘iret West German city in wich he touched down 
after his USSR trip. Was CcOnvacted in Stuttgart promptly 
after returning to Gersany from the USs4% on his way peck to the US. 
Because of his US employment and the fact that Zell paid tor his trip, 
[sid became very apprehensive about any further convact with the 
West Geruin service and et che time of the call indlected tact he nad 
nothing to say 4nd wanted no Yurther contact. Other Wien the cursury 
examination of ercdenvials (us reported above), made no 
attempt to establish the Lona ildes of the Gerwin who made whe approach. 
We pointed out to the vulikely possitility that the appreaach 
might not have been vucne fide and might, In fuct, uave bern a provo- 
cation. 
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connectioa with, the invitetion, ae wrote. to un. ates 3 
that during his visit he w uid Line to mut ve tue aes a 3 
Sov acoustics engineer Wie was very nturestec s,s ater oS, : 
and bad dune sever. Russvan transi ttlong of waa te * ‘ . 4 
A result of this ecrrespemicuce, { receives woo agate suk , ° 
ut his how a curple of Pat praor te ake depart 2. : 4 
frua an lidividwt : tettel be te te mate : s 
ha lew York a 
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the latter deciin gd. Lowever, saving thas sehr- aac in 
AN areé closed to travel oy Sov tip. oat peasy is aay event,  ” 3 
the Sov arranged to tect Sens. Carte wise ot & sete orn : 
Chathaa, New Jersey, tac 26 that tine thou doscos te her the UO banal ‘ 
Yor her husband. * + ‘ os 
4. Said that hia .Juo vwirle te ths USSR wus quite + 


routine and that &: end? recall nothing sub co tas soshausry Meygpen lays 

during the triv. wring the vt. it, nls cow cua.tespert, “aidgev, whic 

speaks fluent Gernan, acted as Lis host aud was at his sJ8°V Rest : 
continually. yh S Pew ys re 


received H Pave call wk Wil hak 


5. Comet ie tn 1303 ; 
ne evening from V} eligin pes “dentiried himself us noo pre. 
sentative of inte eee build that Sraise corte ola frten 
Purduev had just completed a vasit to “ew Yorg an. beloce inaving the 
city had asied hin. to deliver @ present tu {fur nus, dence 
the pnone call. Yolgin insisted on delivering th pete 1% — é 
in person, and th- two .de crrangements to have inch > Socthe tae 
following week in Manhatten. ‘This begau a su:les of approximately sic: 
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she ay RON 


vr wore Soutucts wlth Vo gli vidun tobed anus! 
received « note frou Volt utatiy that ne and too “nea. eure mune 
ing to the Yooh Lo urder that aie wi.ce could cinder, uecneat booatoant 

there. lucidentaLlly, galy othur contac «08h Murg and Save 

in lwo wacn he met aim tn Cope uhagen at a profess ued tee bape 


G. said that wict, bf net ast. of Volg.n'* phon: salts 
to hia were tu hic twee and usually sppenrea to nave Lee ede fron 
pay phones. [—} seatd thet ate eeetiegs wita volmla baedded 
lunches and @inners in Munhattan, wel uibitug at aliw fori T Ree 
Meeting, theutes, t:.: entertalmnent os ceaeh other an thefs weapective 
homes . wialas that hla wife aceugaunied him varkug nugt of 
his contact with Jolyin. Other tia to nis own faaliy, Velydi never 
introduced : to any other tucividuals. 


mm caddimo tbat ont comple wl cccushoan te ti. ned covey 


Re Serie ney eres 
poet ebay ae 


unclassiy' fet Secinsca) payers. db, wl Sthlied EO be an eer ae 
engineer. can't r:call gies Voigin spectthe lly requented 


foo wlte 


the informntion or whether he turocd it over te tris ou me wr initiative. 


At one polnt during their relationship, Yolgin enked | = 
an article on US ncourtles work, for publ feution— Th a ooviet” UATE 


Journals declined. 


3. In retrospect odmitted that he hid been quite untve 
about his relationsatp with Volgin and expresseG cone concern that a 
security hadn't bees sore autive in adaouisning hin) adnst devel op- 
ment of relationeh {yc With Sov Govercient scopresentasives. Ws view 
of his experiences ino tompietely colneidec wlth crs ng 9 result of 


our discussioa. 


9. Another, fector wule voviously enters Lato kK.I.3, 
picture in Bio wifes kwlgarian ¢ eatenctsone Matas that 


neither he nor, tc the best or his’ knowledge, bic wii have ever deen 
appruached by Sovblos ‘reprenentatives in thi. country concerning hic 


wife's faally t:. Pugarie, Hie wise 's mother, Lwanaidea Mensekik 
inmigrated to the UO dn April la and Lived with tak Wis 


wife until November 1/62 when she returaed to o.rla, apperently because 
she was homesick and couldn't miguct to the new language and life in 
the Us. faid that his motuer-di-las's original exit vou 
request was rejected ta 1Y53 by tac Gal garies Government, tut after he 


‘and his wife wrote severe: ietters to the Bulgurian Forescn Minaotry 
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she was finally ee permission to jeave in 1260. 
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10. After visits the USSR on his current trip, he . . 


- .plans to fly to Sofia to spend approximately a week with his wife's 


‘family there. t had not mentioned the Bulgarian visit in 
outlining his original itLierary to of this office, there- 
fore, it vas not mentioned in 3 Coordination Outline. 


il. All of the above would seém to indicate quite strongly that 
, 46 we originally surmised, hao been targeted by R.I.3S. In- 

briefing (sd) We ran through some of the typical entrapment 
situations fabricated by the opposition, e.g., women, homosexuals, 
gurdhsse of drugs for Sov citizens, black mrket activity, acceptance 
of letters to mail outside the USSR, commitments to disaffected Sovs, 
etc. In addition, we stringently admonished against any 
notetaking or photography which could in any way be construed as com- 
promising. We also alerted to the fact that some attcampt 
might be made to use his .7ife's family as leverage in a recruitment 
attempt. In this connection, we pointed out to that there 
was a strong likelihood that the R.I.S. and/or Bulgarian service would 
make an approsch to him during his forthcoming visit to Sofia. An 
approach in Bulgaria would give the Sovs an opportunity for disavowal 
and also would provide the proper setting for maximum utilization of 


~ relatives. When mentioned that his sister-in-law, FNU 


| had indicated several times in the past that she would like 
to “leave Bulgaria, we strongly admonished him against making any com- 


mitments to her, eat out that she may possibly be co-opted by 


the opposition. We told that any representations to gain 
an-exit visa for his sister-in-law should be channeled through the 

US Legation in Sofia: [ _—s+}: wae told that, if any pressure were 
applied concerning his wife's family, his best reaction would probably 
be a noncommittal, "I'll think it over when I get home?" All in all, 
we alerted as best we could to the opposition M.0. and pre- 
pared him on how best to avoid some of the not so obvious pitfalls 
which might be in store for hin. 


12. Prior to our briefing of { j | alerted Bell 
management to all of the ramifications of travel behind 
the Curtain. The management was informed by that we felt it 


our obligation to point out to them the strong possibility that 
had been targeted in arder that they would have all of the facts avail- 
able before signing off on his trip. 
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: Bubject: Apparent RIS Interest in | 
. aoe Bell Telephone Labs 


: . - 13. Assesament of Subject, a very accomplished 
i: . scientist, heads up all acoustics research at Hell. He reads _ : eB 


‘Russian and is fluent in Cermen, French, Spanish, Italian, Dutch, ; 
ang Eoglish. He impresses us as being a rather savvy, discreet, are 
ied cooperative, mature, etable, well motivated individual. We attri- 

ee bute apparent lack of discretion in his dealings with 

‘ the Bova more to the subtlety of the Sov approach than to his ow 

: paivete. It has been our experience that most US businessmen and 

i ae sclentiete are very susceptible and vulnerable to the opposition 

: "approach mainly due to somewhat of a lack of realistic public i ; 
e@ucation.concerning contacts with Sovbloc nationals. We feel 5 
that degree of cooyerativeness with US services has 

been enhanced conolderably by his feeling that he has really been 

taken for a ride by the opposition. 


Incidentally, when we asked subject for permission to release this 
information with source disclosure to thé FRI, he was at firet some- 
what apprehensive and expressed the desire to talk it over with one 
of bis Bell superiors before he made eny commitments. He finally 
; agreed, however, when we convinced him that it would certainly be in 
{ hie best interest to get on record vith the FBI as soon as possible. 
i ' Most off hia apprehension about the FBI seemed to be attributable to 
the fact that he has just been granted US citizenship and, in addition, 
is now somewhat concerned that hie activities vith the Sova in same 
way ony effect hie security status which in turn could be very detri- 
mental to his career. 


Based on our limited contact vith we have every reason to 
' belteve that he would be suitable for operational use, should the 
Bbareau choose to pursue such a course. 


i 14. We would strongly recommend that all of the above be passed 
: to the Bureau ASAP in order that that organization may effect contact 
with and provide him with proper guidance concerning any 
further approaches by Sov or Bloc nationale in this country. 
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Attn : Support (Shirley Stetson) O00-A- 2dD66 q G2. 
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hee LG $dipparent RIS Interest in 
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A RATOAISS? % te 
i ae : cae 
1. During routine debriefing of of Bell Labora- | 
tories in connection with hie recent USSR visit to attend the Popov : 


Boctety Meeting, 5-14 May, Moscow (see NYOR 98878 for Coordination Out- 


line)}# subject mentioned having had recent contact with a Soviet dovern- 
The Soviet in question identified 


ment representative in this coun 2 
U-himself to as Gleb Aleks? Pavlov and gave his address as 1216 


. First Avenues, Manhat iy 


2. Accbrding to | bis initial contact with Pavlov took 
place in late March following the International Convention and Show 
“of the I.B.E.E., 25-29 March, New York City (see Case 39843). At the 
‘ convention became friendly with tvo Soviet counterparts in 
attendance, A. V. Tiel and Anatole Trutka, both of vhom invited 
to his home for a social visit during ir US stay. When the Sovs 
departed for"home following the convention, saw them off at Hew 
York International Airport. It was at the airport that he first met 


Pavlov, who apparently was seeing off all of the Sov I.E.E.E. delegates. 


After the Sov delegation had departed, and Pavlov returned to 


Manhattan together and, on parting, exchanged addresses. 


3. A couple of weeks after their initial meeting, Pavlov tele- 
at his home and :told him that Tiel and Trutka had asked 


phoned. 
him to send their warmest regards to and thank him for the 


hospitality which he shoved them during their trip to this country. 
Pavlov expressed an interest in renewing his 


During the conversation, 
| and suggested that he would enjoy visiting 


acquaintance with 
him at his home in Madison, New Jersey. said that he would 


enjoy seeing Pavlov, but that he was currently preparing to leave on 
a trip to the USSR and Europe and was not scheduled to return to the 
US until late May. suggested that, in view of this, perhaps 

early June would be a good time for them to plan on getting together. 
Pavlov replied that he, himself would be in the USSR then, but would 
contact when he returned in early yay. Incidentally, Pavlov's 
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Subject: Apparent RIS Interest in 
Bell Laboratories 


phone call to was made on a pay phone. In fact, when the opera- 


"tor cut 1a for overtime, called Pavlov back at the pay phone. 


mentioned that he possibly might have the phone number written 


‘down. somewhere. . i: 


4, after the phone call from Pavlov, called John 
McVicker Of the State Department and inguired if any clearance of 
Pavlov's proposed trip to his home in Madison would be necessary. 
McVicker told that any such clearances were Pavlov's worry 
and that he need not be concerned about. same. 


During Ais recent trip to the USSR, it would appear that 
was exposed to two incidents which possibly could have been 


of opposition fabrication. One involved an approach by a Soviet 
interpreter by the name of FNU Petrov, who took’ aside and 
asked him 1f he could do him a personal favor by getting him a sub- 
scription to National Geographic Magazine for which he, Petrov, would 


reimburse in rubles. politely refused. ‘Pp Moseemy S30 
“oe eeAP hee soy 
6. The other incident, fmvolved being photographed with 
attractive young female inte Ludmilla 'Oshkina. According 


to , when one of the Soviets in their party was about to take 
@ picture of him standing next to Ludmilla, another individual stand- 
ing nearby was pushed cut of the way apparently so that he would not 
be included in the photograps. In addition, Ludmilla attempted to . 
strike an affectionate pose with } for the photograph by slipping 
her arm through his. claims to have pushed her arm avay just 


as the photo was being snapped. 


7. Aseesement of |  } Subject strikes us as being extremely 
naive and unrealistic. He appears to be more apprehensive about his 
dealings with CIA than his dealings with Sovieta. In fact, when 
was asked if he would mind if a tape recorder were used for debriefing, 
he became very nervous and expressed a fear that, if such a tape vere 


‘mada, perhaps the Soviets might gain access to it and use it against 


him in some way at a future date. 


had an outline in his own handwriting of the sessions of the | 
Popov Society Meeting. When we asked for a photostat of same, he 

again expressed misgivings and indicated that he would prefer to bave 
a typewritten copy prepared for us instead of a copy in his own hand- 
writing because he was fearful that it might fall into Soviet hands. . 
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Subject: Apparent RIS Interest in J 
Bell Laboratories 


We inguired of why he had not mentioned Pavlov to us during our 
Gefensive briefing or him before his trip. He replied rather nebulously 
that it was his understanding that it was company policy that our only 
function in seeing him before hts trip was to give him a defensive brief- 
ing, and that, since no debriefing was involved at the time, he felt no 
‘obligation to volunteer the information concerning Pavlov. 


It {1s our opinion that s obvious naivite, apparent lack of sophisti- 
cation, and-extreme apprehension concerning dealings with our Agency would 
make him most unsuitable from the standpoint of operational utilization 

dy the Bureau. 


8. We would strongly reccamend that all of the above be passed to 
the Bureau ASAP in order that that organization my effect contact vith 
in time to provide him with proper guidance concerning any further 
approaches by Pavlov or other Sov legals in US, + 
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.} 1. I attended tbe TRird International Congrens on Acoustica, 1-8 Sapt 4, 4: pee 
Stuttgart, West Germany. ee 
: % OF Gi 
ae 4 
2. While at this Congress I met a Soviet female scientist, L Chiatovich, aa 4 
who is connected with the Pavlov Inatitute of Physiology, Leningrad. - aa ! 
One day during the Congress I took a valk in the Wack Forest with easy at 
& Caiatovich api another Soviet scientist. After a short tine, the 8p ete 
other Soviet scientist excuse? himsel? aaying that he had to rejoin E ey 


his colleagves. 
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3. In Jume 1963 ) an acousticlan with be)l Telephone 
Laboratories, we in the USSR. On his return tu the US he told me that 
he had heard while in the USSH that L Chistovich, on her return from 
the 1959 Stuttgart Congress, had been placed umler huuse arrest. He be . 
@lso said that he had seen L Chiatovich while he was tn the JSON, and Be 4 
: he had asked her’whether {t was true that she hai been placed unier Z.-. ped 
. house arreet on returning from the Stuttyart “ongrtss. fle vaid BE: i 
4 ; Chiatovich's only reply was to blush, R. os 
ee fe oe m . 
E 4, I suspect that the individuas aie reported L Chistecvich to the anchor ies be : i 
+ was Yurly Pavlovich Lysanov.. we ts ecnnected with tue Amaetios Inctieute 2 + * 
ae in Moscow. He publishes very little aii his conmiuct haw ceene! utrnage ty t + 
5 me. He was in the United States (1 19° 0-1907 Tosurpect that thar Tact re. a ok 
that L Chiestovich tovk a walk with me alone may wel. have been the reason 2 yy 
she was |, placed bnder houre arrest, ‘ ae ! 
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